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Welcome!
Presenters:
• Todd Kossow, FTC Midwest Regional Office
• Meghan Stoppel, Office of the Nebraska Attorney General
• Russ Mayer, Nebraska United States Attorney’s Office
• Jeff Niebaum, Better Business Bureau Serving Nebraska
• Lea Wroblewski, Legal Aid of Nebraska
• Julie Brookhart, Centers for Medicare & Medicaid Services
• James Evans & Patti Poss, FTC
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Overview

• The Nebraska landscape
• The latest scams
• Identity theft
• Working together to fight fraud and 

identity theft
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Fraud & Identity Theft 
Reports in 

Nebraska for 2018
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Nebraska Top Reports - 2018

TO HEAR THE WEBINAR CALL 1-800-230-1074, Code: 465726

1. Imposter Scams 2,836 6. Banks and Lenders 563

2. Telephone and Mobile 
Services

778 7. Auto-Related 502

3. Prizes, Sweepstakes and 
Lotteries

728 8. Health Care 461

4. Debt Collection 632 9. Internet Services 390

5. Shop-at-Home and Catalog 
Sales

584 10. Home Repair, 
Improvement and Products

266
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Consumer Sentinel Network Data Book 2018

TO HEAR THE WEBINAR CALL 1-800-230-1074, Code: 465726
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For Consumers Who Have Been Scammed:

• Contact the payment provider
• Tell them the transaction was fraudulent
• Ask for the money back

• Report the fraud to law enforcement:
• FTC.gov/complaint or FTC.gov/queja

TO HEAR THE WEBINAR CALL 1-800-230-1074, Code: 465726 
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THE LATEST SCAMS

TO HEAR THE WEBINAR CALL 1-800-230-1074, Code: 465726
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IRS Imposters
Tips for Consumers:
• Never send money to anyone who asks
• Requests to wire money or send prepaid 

cards or gift cards are always scams
• The IRS will never threaten to arrest or 

deport

www.consumer.ftc.gov/articles/0519-irs-imposter-
scams-infographic

TO HEAR THE WEBINAR CALL 1-800-230-1074, Code: 465726

http://www.consumer.ftc.gov/articles/0519-irs-imposter-scams-infographic
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IRS Imposters: Twists
• Private debt collection for old IRS debts
• Get a letter first with name of debt collector & 

authentication number
• Always pay the IRS directly
• www.consumer.ftc.gov/blog/2017/04/irs-now-using-private-

debt-collectors

• Scammers make IRS deposits, then demand the money
• Follow the IRS’s instructions to return money

www.consumer.ftc.gov/blog/2018/03/watch-out-these-new-
tax-scams

TO HEAR THE WEBINAR CALL 1-800-230-1074, Code: 465726

https://www.consumer.ftc.gov/blog/2017/04/irs-now-using-private-debt-collectors
http://www.consumer.ftc.gov/blog/2018/03/watch-out-these-new-tax-scams


Federal Trade Commission 12

Fake Social Security Administration Calls
• Scammers claim a person’s SSN has been suspended 

because of suspicious activity, or it’s been involved in a 
crime.

Here's what to tell consumers:
• Your SSN is not about to be suspended! 
• Don’t trust Caller ID. 
• What the SSA Scam sounds like at 

www.consumer.ftc.gov/blog/2018/12/what-social-security-scam-sounds

• Recent Alert (April 12) at:   https://www.ftc.gov/news-
events/blogs/data-spotlight/2019/04/growing-wave-social-security-imposters-
overtakes-irs-scam

TO HEAR THE WEBINAR CALL 1-800-230-1074, Code: 465726

http://www.consumer.ftc.gov/blog/2018/12/what-social-security-scam-sounds
https://www.ftc.gov/news-events/blogs/data-spotlight/2019/04/growing-wave-social-security-imposters-overtakes-irs-scam
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Tech Support Scams
Tips for Consumers:
• Legitimate tech companies won’t contact you by 

phone, email or text message to tell you there’s a 
problem with your computer.

• Security pop-up warnings from real tech 
companies will never ask you to call a phone 
number.

https://www.consumer.ftc.gov/articles/how-spot-
avoid-and-report-tech-support-scams

https://www.consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
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Sweepstakes & Grant Scams
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Sweepstakes Scams
• Never pay to collect a so-called prize or grant
• Legit sweepstakes don’t make you pay a fee
• www.consumer.ftc.gov/articles/0199-prize-scams

Grant Scams
• No surprise government grants
• No charge for a government grant or for a list of 

government grants-making agencies
• Grants.gov – one place to apply
• www.consumer.ftc.gov/articles/0113-government-

grant-scams

http://www.consumer.ftc.gov/articles/0199-prize-scams
http://www.grants.gov/
https://www.consumer.ftc.gov/articles/0113-government-grant-scams
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Family Emergency Scams
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Family Emergency Scams
Tips for Consumers:
• SLOW DOWN
• Get off the phone and check with a family 

member or friend. (Even if they say it’s a secret)
• Do not wire money or buy a prepaid card or a 

gift card and give someone the card’s numbers
• www.consumer.ftc.gov/articles/0204-family-

emergency-scams

https://www.consumer.ftc.gov/articles/0204-family-emergency-scams
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Fake Check 
Scams

www.consumer.ftc.gov/blog/2018/09/anatomy
-fake-check-scam

https://www.consumer.ftc.gov/blog/2018/09/anatomy-fake-check-scam


20

FTC.gov/giftcards
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Charity Scams

Other tips at:  
www.consumer.ftc.gov/articles/0074-

giving-charity

http://www.consumer.ftc.gov/articles/0074-giving-charity
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Unwanted Calls

• Telemarketing robocalls are more than just 
annoying: they are illegal

• The FTC has sued operations selling:
– medical alert and home security systems
– interest rate reduction services
– auto warranties
– free vacations
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Unwanted Calls
www.consumer.ftc.gov/features/how-stop-unwanted-calls 

• Report them:
– DoNotCall.gov or 1-888-382-1222

• FTC shares information about reported unwanted 
calls with phone companies
– Helps them block numbers

• Don’t trust caller ID: easy to spoof
• Just hang up!  It’s ok to be rude
• Call-blocking technology

– www.consumer.ftc.gov/articles/0548-blocking-
unwanted-calls

http://www.donotcall.gov/
https://www.consumer.ftc.gov/articles/0548-blocking-unwanted-calls
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• Scam Alerts 
– Advance-Fee Loans, Charity Scams, Job Scams, Rental 

Listing Scams
– Debris Clean-Up and Removal Scams
– Rebuilding Your Home or Office

• Guarding Against Identity Theft After a Weather 
Emergency

• Getting Back on Your Feet Financially
• https://www.consumer.ftc.gov/features/feature-0023-weather-

emergencies

https://www.consumer.ftc.gov/features/feature-0023-weather-emergencies
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Debt Collection and Debt Scams
• Fake Debt Collection Scams

www.consumer.ftc.gov/articles/0258-fake-debt-collectors
• Mortgage Relief & Foreclosure Rescue Scams

www.consumer.ftc.gov/articles/0100-mortgage-relief-
scams
www.consumer.ftc.gov/articles/0193-facing-foreclosure

• Student Loan Debt Scams 
www.consumer.ftc.gov/articles/1028-student-loans
www.studentaid.ed.gov/sa

http://www.consumer.ftc.gov/articles/0258-fake-debt-collectors
http://www.consumer.ftc.gov/articles/0100-mortgage-relief-scams
http://www.consumer.ftc.gov/articles/0193-facing-foreclosure
http://www.consumer.ftc.gov/articles/1028-student-loans
http://www.studentaid.ed.gov/sa
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Opportunity Scams

• Investments
• Job scams
• Business 

opportunities
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Small Business Scams

• Unordered supplies
• Business directory listings
• Domain name/website registrations
• Payment processing
• Charity scams

www.FTC.gov/SmallBusiness

http://www.ftc.gov/SmallBusiness
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Someone uses your personal information to 
• Open accounts
• File taxes
• Buy things
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Examples of Misuse Impact on Victims

• Denial of credit/loans
• Denial of public benefits
• Denial of medical care
• Denial/loss of employment
• Harassment by debt 

collectors
• Legal issues/arrest
• Stress/anxiety
• Recovery time/expense

• Open Credit Cards
• Open Utility Accounts
• Apply for a Tax Refund
• Get a Loan
• Apply for Employment
• Get Medical Care
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Reduce the Risk

• Review mail, especially financial statements
• Check credit report every year:

– Free report from AnnualCreditReport.com
• Protect Social Security and Medicare numbers
• Store documents securely and shred before 

discarding
• File taxes early

http://www.annualcreditreport.com/


Federal Trade Commission 31

Data Breaches

• What to do?
• Check credit reports 
• Review payment card statements carefully
• Consider a fraud alert or credit freeze

• To learn more about steps to take after a data 
breach, visit IdentityTheft.gov/databreach

http://identitytheft.gov/databreach
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New Law, New Credit Rights

• FRAUD ALERTS now last one year rather than 90 days

• CREDIT FREEZES are free for all
– Also for kids under age 16
– Also for incapacitated adults

• FREE CREDIT MONITORING for active duty military 
starting May 24, 2019

• For more information, go to ftc.gov/newcreditlaw

http://www.ftc.gov/newcreditlaw
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New Medicare Cards 
Started In April 2018, Finished Wave Card Mailing In 

January 2019
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New Medicare Cards – If Someone with Medicare 
Says They Haven’t Received Their New Card

Instruct them to:

• Look around their house for old or unopened mail. We mailed new Medicare cards 
in a plain white envelope from the Department of Health and Human Services.

• Sign into MyMedicare.gov to get their new number or print an official card. They’ll 
need to create an account, if they don’t already have one.

• Call 1-800-MEDICARE (1-800-633-4227) where we can verify their identity, check 
their address and help them get their new card.

• Ask their health care provider, who may be able to securely look up their new 
number at the point-of-service.

• Continue to use their current card to get health care services until they get their 
new card. They can use their old card until January 1, 2020.
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Examples of Fraud

• Medicare or Medicaid is billed for 
– Services you never got
– Equipment you never got or that was returned

• A provider bills Medicare or Medicaid for services that would be considered 
impossible

• Documents are altered to gain a higher payment 
• Dates, descriptions of furnished services, or your identity are 

misrepresented
• Someone uses your Medicare or Medicaid card with or without your 

permission
• A company uses false information to mislead you into joining a Medicare 

plan 
• Providers offering a test, or service or supply you don’t need or wasn’t 

ordered by your provider to obtain your Medicare card number
– Current scam: Genetic Testing
– Back Braces (will talk about on next slide) 

Medicare and Medicaid Fraud, 
Waste, and Abuse Prevention
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Telemarketing Fraud and/or Unsolicited Mailing of —
Durable Medical Equipment (DME) 

• DME telemarketing rules

– DME suppliers can’t make unsolicited sales calls 

• Potential DME scams

– Calls or visits from people saying they represent Medicare 

– Phone or door-to-door selling techniques

– Equipment or service is offered for free and then you’re asked for your 
Medicare number for “record keeping purposes”

– You’re told that Medicare will pay for the item or service if you provide 
your Medicare number

– Current Scam - Back Braces 

Medicare and Medicaid Fraud, 
Waste, and Abuse Prevention
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Tips to Avoid Healthcare Fraud: 
Report Sales Representative or 
Providers Who:

• Knock on your door or call you uninvited 
and try to sell you a product or service.

• Send you products through the mail that 
you didn’t order, and your doctor didn’t 
prescribe for a medically necessary reason.

• Contact you about Medicare plans unless 
you gave them permission.

• Offer you “early bird discounts” or “limited 
time offers.” There are no early bird 
discounts.

• Offer you free expensive gifts, free medical 
services, discount packages or any offer that 
sounds “too good to be true.” 

General Tips to Protect Yourself from 
Fraud:

• Don’t share your Medicare number or other 
personal information with anyone who 
contacts you by telephone, email or by 
approaching you in person, unless you’ve 
given them permission in advance. 

• Tell your friends and neighbors to guard 
their Medicare number. 

• Don’t ever let anyone borrow or pay to use 
your Medicare number. 

• Review your Medicare Summary Notice to 
be sure you and Medicare are only being 
charged for actual services that you 
received.

Medicare and Medicaid Fraud, 
Waste, and Abuse Prevention
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Reporting Suspected Medicare Fraud

• Call the HHS fraud hotline: Toll Free: 1-800-447-8477 
(which is 1-800-HHS-Tips) or; 

• Call and report it to 1-800-Medicare, which is 1-800-
633-4227 or;

• Call the nationwide toll-free number of the Senior 
Medicare Patrol program (SMP) and ask them for 
your state’s phone number at 1-877-808-2468

Medicare and Medicaid Fraud, 
Waste, and Abuse Prevention
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Report Fraud to the FTC

FTC.gov/complaint or 
FTC.gov/queja

1-877-FTC-HELP



Meghan Stoppel, Chief, Assistant Attorney General
Consumer Protection Division

Office of the Nebraska Attorney General

4/25/2019



Nebraska 
Attorney General’s Office

Consumer Protection Division

Top Complaints Categories in Nebraska
• Imposter Scams

• Home Repair & Improvement

• Identity Theft

• Health Care

• Auto Related

• Internet Services

• Banks and Lenders

• Real Estate

• Debt Collection

• Telephone & Mobile Services



Identity Theft: Nebraska Statutes
Neb. Rev. St. §28-636, et seq.

What is Identity Theft?

“A person commits the crime of identity theft if he or she knowingly 
takes, purchases, manufactures, records, possesses, or uses any 
personal identifying information or entity identifying information of 
another person or entity without the consent of that other person or 
entity or creates personal identifying information for a fictional 
person or entity, with the intent to obtain or use the other person’s 
or entity’s identity for any unlawful purpose or to cause loss to a 
person or entity whether or not the person or entity actually suffers 
any economic loss as a result of the offense, or with the intent to 
obtain or continue employment or with the intent to gain a 
pecuniary benefit for himself, herself, or another” 
Neb. Rev. St. §28-639(1)

Nebraska 
Attorney General’s Office

Consumer Protection Division



Identity Theft: Nebraska Statutes
Neb. Rev. St. §28-636, et seq.

Personal Identifying Information – any name or number that may 
be used, alone or in conjunction with any other information, to 
identify a specific person. 

• This includes: 
• Name; DOB; Address
• Motor vehicle operator’s license number
• Employment information
• Maiden name of a person’s mother
• Credit, debit, or charge card number
• Bank account numbers 
• Digital signature
• Biometric data (fingerprint, voice print, retina or iris image, etc.) 
Neb. Rev. St. §28-636(3)

Nebraska 
Attorney General’s Office

Consumer Protection Division



Data Security: Nebraska Statutes

Financial Data Protection & Consumer Notification of 
Data Security Breach Act of 2006 - Neb. Rev. St. §87-
801, et seq.

• Defines PII

• Data breach notification to affected individuals 
and the AG

• Notice to the AG must be provided not later 
than the time when notice is provided to 
affected individuals

Nebraska 
Attorney General’s Office

Consumer Protection Division



Data Security: Nebraska Statutes

Financial Data Protection & Consumer Notification of 
Data Security Breach Act of 2006 - Neb. Rev. St. §87-
801, et seq.
• Those who hold personal information on Nebraska 

residents must implement and maintain reasonable 
security procedures and practices

• If personal information is provided to a 3rd party service 
provider, that 3rd party is required to implement and 
maintain reasonable security procedures and practices 

• Safe-harbor for those in compliance with Gramm-Leach-
Bliley, HIPAA, or other laws that provide greater protectionNebraska 

Attorney General’s Office

Consumer Protection Division



Other Relevant Nebraska Statutes

Credit Report Protection Act – Neb. Rev. St. §8-
2601, et seq.

• Defines PI

• Free security freezes for individuals, 
including minors and those under 
guardianship

Nebraska 
Attorney General’s Office

Consumer Protection Division



Mediation Center & Other Resources

4/25/2019



Mediation Center

4/25/2019

• File Complaint Online or Call (800) 727-6432
• Mediation Process

• Our Mediation Center acts as a facilitator between 
the consumer and the business. We rely on 
voluntary cooperation of both the business and the 
consumer. 

• Complaints form the basis for 
further enforcement 
activities

Nebraska 
Attorney General’s Office

Consumer Protection Division



ProtectTheGoodLife.Nebraska.gov

4/25/2019

Nebraska 
Attorney General’s Office

Consumer Protection Division



Resource: 
ProtectTheGoodLife.Nebraska.gov

Nebraska 
Attorney General’s Office

Consumer Protection Division



Nebraska 
Attorney General’s Office

Consumer Protection Division



For More Information, Contact:
Nebraska Department of Justice
Doug Peterson, Attorney General

Consumer Protection Division
2115 State Capitol Building
Lincoln, NE 68509

Phone: (402) 471-2682
Fax: (402) 471-0006

Consumer Protection Hotline: (800) 727-6432
Email:  ago.consumer@nebraska.gov
Website:  ProtectTheGoodLife.Nebraska.gov

4/25/2019

Nebraska 
Attorney General’s Office

Consumer Protection Division
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Office of the United States Attorney 
For the District of Nebraska

https://www.justice.gov/usao-ne/contact-us

Omaha Office:
Main Phone: (402) 661-3700 or toll free (800) 889-9124

Lincoln Office:
Main Phone: (402) 437-5241 or toll free (800) 889-9123 

Elder Justice Coordinator:  Russ Mayer

Department of Justice Elder Justice Initiative
https://www.justice.gov/elderjustice

https://www.justice.gov/usao-ne/contact-us
https://www.justice.gov/elderjustice


BBB Serving NE, SD, KS Plains & SW Iowa
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Mission: 
To be the leader in advancing  
marketplace trust

Vision:
An ethical marketplace where buyers 
and sellers can trust each other

BBB remains one of the most 
trusted institutions to report scams

Better Business Bureau 
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International Investigations Initiative 
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bbb.org/scamstudies



1,651 772 722

Total Media Mentions    6,236  

1,164

454 860 613



Top Media Outlets 

https://www.cbsnews.com/news/sweepstakes-lottery-scams-cost-americans-more-than-100-million-in-2017/


BBB Scam Tracker
bbb.org/scamtracker/us

• Tracks pulse of the marketplace

• More than 155,000 nationally and 2,601 locally scam reported

• Allows people the ability to report/see where scams are happening locally 
and nationally.

• These reports are compiled and shared with law enforcement

BBB Scam Tracker 

60



BBB utilizes our Scam Risk Index to determine riskiest scams based on:
• Exposure
• Susceptibility
• Monetary loss

Key findings:
• Young people continue

to be at a higher risk for
scams

• Susceptibility decreases
with age…BUT – dollars lost increases when victims are
older

• One of the most common tactics of scammers is impersonation, where the
scammer pretends to be a legitimate business that is well known and trusted by
the consumer.

• The primary means of contact is telephone, but the internet is the top means of
contact for scams with monetary loss.

Annual BBB Risk Report 
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50,559 Scams Reported in 2018



ReBuild with Trust 
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Helping Survivors from Being Scammed!



BBB Serving NE, SD, KS Plains & SW Iowa
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P: 402-898-8550
E: jniebaum@bbbinc.org

Follow Us on…
Facebook - @todaywithbbb
Twitter - @todaywithbbb
LinkedIn – Better Business Bureau Nebraska
Instagram - @todaywithbbb 

#AskBBB at bbb.org!
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Legal Aid of Nebraska
www.legalaidofnebraska.org

• legalaidofnebraska.org – applications,
self-help information and forms, and all specialized 
Accessline hours

• Apply by telephone
• Walk-in for self-help services

Omaha: M – W 1:00pm – 4:00 pm
Lincoln: M, W, and Th 1:00 pm- 4:00 pm

• Law Help Nebraska – lawhelpne.legalaidofnebraska.org
• Seven Offices Statewide
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Legal Aid of Nebraska
www.legalaidofnebraska.org

We offer free legal help to low-income and senior citizen 
(60+) clients in a full range of civil matters. 

STATEWIDE ACCESSLINE®
1-877-250-2016
Monday/Wednesday/Friday: 8:30a – 11:30a
Tuesday/Thursday: 1:00p – 4:00p
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Legal Aid of Nebraska
www.legalaidofnebraska.org

ELDER ACCESSLINE® (AGE 60+)  1-800-527-7249

NATIVE AMERICAN ACCESSLINE®  1-800-729-9908

NEBRASKA IMMIGRATION LEGAL ASSISTANCE HOTLINE  1-855-307-6730

BEGINNING FARMER & RANCHER DEVELOPMENT PROGRAM HOTLINE
1-855-660-1391

RURAL RESPONSE HOTLINE 1-800-464-0258

DISASTER RELIEF HOTLINE  1-844-268-5627

LEGAL ASSISTANCE FOR PEOPLE WITH DEVELOPMENTAL DISABILITIES 
1-844-535-3533
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HOW CAN WE WORK TOGETHER TO 
FIGHT FRAUD AND IDENTITY THEFT?
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Keep up with the latest scams and 
share with your community

• Follow us on social media and share:
– @FTC
– @laFTC
– @MilConsumer
– Facebook.com/FederalTradeCommission
– Facebook.com/MilitaryConsumer
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Sign up for FTC’s Consumer Alerts

• Sign up for Consumer Alerts at FTC.gov/Subscribe
• Share these alerts on your website, in your 

newsletter or emails, or on social media
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Use and Share Free FTC Resources

• Consumer.FTC.gov: hundreds of fraud articles

• Consumer.gov: consumer protection basics, plain and 
simple

• FTC.gov/PassItOn: helping older adults protect others 
from fraud

• YouTube.com/FTCVideos: view and share videos

http://www.consumer.ftc.gov/
http://www.consumer.gov/
http://www.ftc.gov/PassItOn
http://www.youtube.com/FTCVideos
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Use and Share Free FTC Resources
Bulkorder.FTC.gov

http://www.bulkorder.ftc.gov/
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Talk to Us

• Help for Nebraska’s Congressional delegation
– Derick Rill, FTC’s Office of Congressional Relations

drill@ftc.gov or 202-326-3007

• Consumer Sentinel Network
www.ftc.gov/enforcement/consumer-sentinel-network

– Law enforcement groups can obtain access to 
complaints by contacting Nick Mastrocinque at 
nmastrocinque@ftc.gov

mailto:drill@ftc.gov
http://www.ftc.gov/enforcement/consumer-sentinel-network
mailto:nmastrocinque@ftc.gov
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Thank you for joining us! 
Speakers:

• Todd Kossow, FTC Midwest Regional Office
• Meghan Stoppel, Office of the Nebraska Attorney 

General
• Russ Mayer, Nebraska United States Attorney’s Office
• Jeff Niebaum, Better Business Bureau Serving Nebraska
• Lea Wroblewski, Legal Aid of Nebraska
• Julie Brookhart, Centers for Medicare & Medicaid 

Services
• James Evans & Patti Poss, FTC
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Thank you for joining us!  

Slides available at:  Consumer.gov/StateWebinars

Please spread the word to fight fraud and 
identity theft throughout Nebraska!

Feedback about the webinar: 
everycommunity@ftc.gov

mailto:everycommunity@ftc.gov
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