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Welcome! 
Presenters: 

• Jason Adler, FTC Midwest Regional Office 

• Jason Pleggenkuhle, Office of the Minnesota Attorney 
General 

• Susan Loyd, Better Business Bureau of Minnesota and North 
Dakota 

• Brittany McCormick, Mid-Minnesota Legal Aid 

• Brenda Delgado, Centers for Medicare & Medicaid Services 

• Kelli Jo Greiner, Minnesota Senior Medicare Patrol 

• Patti Poss & Drew Johnson, FTC 
 

  

                       

                                        TO HEAR THE WEBINAR CALL 1-800-700-7784, Code: 449798 
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Overview 

• The Minnesota landscape 
• The latest scams 
• Identity theft 
• Working together to fight fraud and identity 

theft 
 

 
 
TO HEAR THE WEBINAR CALL 1-800-700-7784,  
Access Code: 449798 
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Fraud & 

Identity Theft 

Reports in 

Minnesota for 

2017 
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Minnesota Top Reports - 2017 

TO HEAR THE WEBINAR CALL 1-800-700-7784, Code 449798 

1. Imposter Scams 4,550   6. Shop-at-Home and Catalog 
Sales 

1,685 

2. Debt Collection 3,362   7. Credit Bureaus, 
Information Furnishers and 
Report Users 

987 

3. Prizes, Sweepstakes and 
Lotteries 

2,315   8. Auto-Related Complaints 871 

4. Banks and Lenders 1,797   9. Television and Electronic 
Media 

688 

5. Telephone and Mobile 
Services 

1,689   10. Credit Cards 642 
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Consumer Sentinel Network Data Book 2017
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For Consumers Who Have Been Scammed: 

• Contact the payment provider 

• Tell them the transaction was fraudulent 

•Ask for the money back 

 

• Report the fraud to law enforcement: 

• FTC.gov/complaint or FTC.gov/queja 
 

TO HEAR THE WEBINAR CALL 1-800-700-7784, Code 449798  



Federal Trade Commission  8 

THE LATEST SCAMS 

TO HEAR THE WEBINAR CALL 1-800-700-7784, Code 449798 
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IRS Imposters 

Tips for Consumers: 

• Never send money to anyone who asks 

• Requests to wire money or send prepaid 
cards or gift cards are always scams 

• The IRS will never threaten to arrest or 
deport 

 

www.consumer.ftc.gov/articles/0519-irs-imposter-
scams-infographic  

 

TO HEAR THE WEBINAR CALL 1-800-700-7784, Code 449798 
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IRS Imposters: Twists 

• Private debt collection for old IRS debts 

• Get a letter first with name of debt collector & 
authentication number 

• Always pay the IRS directly 

• www.consumer.ftc.gov/blog/2017/04/irs-now-using-private-
debt-collectors  
 

• Scammers make IRS deposits, then demand the money 

• Follow the IRS’s instructions to return money 

www.consumer.ftc.gov/blog/2018/03/watch-out-these-new-
tax-scams  

TO HEAR THE WEBINAR CALL 1-800-700-7784, , Code 449798 
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Tech Support Scams 

Tips for Consumers: 
• Hang up on callers who say you have a 

computer problem 
• Ignore pop-ups that say to call tech support 
• Never share passwords or give remote access  
• Questions? Call the legitimate company before 

you do anything 
 

www.consumer.ftc.gov/articles/0346-tech-support-
scams  

 
 

 

https://www.consumer.ftc.gov/articles/0346-tech-support-scams
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Sweepstakes & Grant Scams 
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Sweepstakes Scams 

• Never pay to collect a so-called prize or grant 

• Legit sweepstakes don’t make you pay a fee 

• www.consumer.ftc.gov/articles/0199-prize-scams  

 Grant Scams 
• No surprise government grants 

• No charge for a government grant or for a list of 
government grants-making agencies 

• Grants.gov – one place to apply 

• www.consumer.ftc.gov/articles/0113-government-
grant-scams  

http://www.consumer.ftc.gov/articles/0199-prize-scams
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Family Emergency Scams 
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Family Emergency Scams 

Tips for Consumers: 

• SLOW DOWN 

• Get off the phone and check with a family 
member or friend. (Even if they say it’s a secret) 

• Do not wire money or buy a prepaid card or a 
gift card and give someone the card’s numbers 

• www.consumer.ftc.gov/articles/0204-family-
emergency-scams  

 

https://www.consumer.ftc.gov/articles/0204-family-emergency-scams
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Charity Scams 
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Charity Scams 

Tips for Consumers: 

• “No thanks” and hang up; or “I don’t give money 
over the phone. If you send something in writing, I’ll 
consider it” 

• Do some research:  

– give.org; charitynavigator.org; charitywatch.org; 
guidestar.org  

Other tips at:   

www.consumer.ftc.gov/articles/0074-giving-charity  

https://www.consumer.ftc.gov/articles/0074-giving-charity
https://www.consumer.ftc.gov/articles/0074-giving-charity
https://www.consumer.ftc.gov/articles/0074-giving-charity
https://www.consumer.ftc.gov/articles/0074-giving-charity
https://www.consumer.ftc.gov/articles/0074-giving-charity
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Unwanted Calls 

• Telemarketing robocalls are more than just 
annoying: they are illegal 

 

• The FTC has sued operations selling: 

– medical alert and home security systems 

– interest rate reduction services 

– auto warranties 

– free vacations 
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Unwanted Calls 

• Report them: 

– DoNotCall.gov  or 1-888-382-1222 

• FTC shares information about reported unwanted 
calls with phone companies 

– Helps them block numbers 

• Don’t trust caller ID: easy to spoof 

• Just hang up!  It’s ok to be rude 

• Call-blocking technology 
– www.consumer.ftc.gov/articles/0548-blocking-

unwanted-calls  
 

 

http://www.donotcall.gov/
https://www.consumer.ftc.gov/articles/0548-blocking-unwanted-calls
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How to Stop Unwanted Calls 
www.consumer.ftc.gov/articles/how-stop-unwanted-calls-landline  
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Debt Collection and Debt Scams 

• Fake Debt Collection Scams 

www.consumer.ftc.gov/articles/0258-fake-debt-collectors 

• Mortgage Relief & Foreclosure Rescue Scams 

www.consumer.ftc.gov/articles/0100-mortgage-relief-
scams 

www.consumer.ftc.gov/articles/0193-facing-foreclosure 

• Student Loan Debt Scams  

www.consumer.ftc.gov/articles/1028-student-loans  

www.studentaid.ed.gov/sa  
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Opportunity Scams 

• Investments 

• Job scams 

• Business  
opportunities 
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Small Business Scams 

• Unordered supplies 

• Business directory listings 

• Domain name/website registrations 

• Payment processing 

• Charity scams 

www.FTC.gov/SmallBusiness 

http://www.ftc.gov/SmallBusiness
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Someone uses your personal information to  

• Open accounts 

• File taxes 

• Buy things 
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Examples of Misuse Impact on Victims 

• Denial of credit/loans 

• Denial of public benefits 

• Denial of medical care 

• Denial/loss of employment 

• Harassment by debt 
collectors 

• Legal issues/arrest 

• Stress/anxiety 

• Recovery time/expense 

 

 

• Open Credit Cards 

• Open Utility Accounts 

• Apply for a Tax Refund 

• Get a Loan 

• Apply for Employment 

• Get Medical Care 
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Reduce the Risk 

• Review your mail, especially financial statements 

• Check your credit report every year: 

– Free report from AnnualCreditReport.com  

• Protect your Social Security and Medicare numbers 

• Store documents securely and shred before 
discarding 

• File your taxes as early as you can 

 

 

http://www.annualcreditreport.com/
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Equifax Data Breach 

• Check if you’re affected: equifaxsecurity2017.com 

• What can you do? 

– Monitor your accounts 

– Fraud alert or credit freeze 

– File taxes early 
 

• Visit ftc.gov/equifax 

  



30 
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New Medicare Cards  

Starting In April 2018  
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New Medicare Cards – Stay Connected 

• Find more technical information, detailed updates, 
training opportunities, and materials to share on the web: 

• CMS.gov/newcard 

 

• Comments and questions are always welcome! Send to: 
 NewMedicareCardSSNRemoval@cms.hhs.gov 

 

• Information for people with Medicare: 

• Medicare.gov/newcard 

 

https://www.cms.gov/medicare/new-medicare-card/nmc-home.html
mailto:NewMedicareCardSSNRemoval@cms.hhs.gov
Medicare.gov
Medicare.gov
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Report Fraud to the FTC 

 

 

 

 

FTC.gov/complaint or  

FTC.gov/queja 

1-877-FTC-HELP 



Office of the Minnesota Attorney General 
 

 

 



Office of the Minnesota Attorney General 

 

• Tech Support Scams 

• Phantom Debt Collection Scams 

• Overseas Lottery and Sweepstakes Scams 

• IRS Imposter Scams 

• Student Loan Debt Settlement Scams 



Report Fraud to the Office of the 
Minnesota Attorney General 

•Website:  www.ag.state.mn.us 
• Consumer Assistance Request Form – Used for help with a 

consumer problem such as unsatisfactory service, bill disputes, or 
other concerns. 

• Fraud Report Form – Used to report a fraud or scam. 
 

•Write to the MN AGO in any format and send to the following address: 

Office of Minnesota Attorney General Lori Swanson 

445 Minnesota Street, Suite 1400 

St. Paul, MN 55101 

•Call: 

• Twin Cities Calling Area – (651) 296-3353, TTY:  (651) 297-7206 

• Outside the Twin Cities – (800) 657-3787, TTY:  (800) 366-4812 

 



 

Vision 

•An ethical marketplace where buyers and sellers trust each other. 

 

Mission 

BBB’s mission is to be the leader in advancing marketplace trust. We do this by: 

•Setting standards for marketplace trust 

•Encouraging and supporting best practices by engaging with and 
educating consumers and businesses 

•Celebrating marketplace role models 

•Calling out and addressing substandard marketplace behavior 

•Creating a community of trustworthy businesses and charities 

 

BBB remains one of the most trusted institutions to report scams.   

Better Business Bureau 



BBB Scam Tracker                       
           bbb.org/scamtracker/us 

 

• Invaluable tool for consumers, law enforcement, media and 
consumer advocates 
•Tracks pulse of the marketplace 
•More than 115,000 nationally and 2,300 locally scam reported 
•Allows people the ability to see where scams are happening locally 
and nationally and the ability to search by keyword or 
geographical region 
•These reports are compiled and shared with law enforcement 
•Help us help others! 

Fighting Consumer Fraud with Scam 
Tracker 

38 



Top 10 scams for 2017 in Minnesota were: 
• Phishing 

• Online purchases 

• Travel/vacation offers 

• Tech support schemes 

• Suspect debt collect calls 

• Unwanted credit card offers 

• Tax/IRS collection schemes 

• Counterfeit products 

 
Our data shows the percentage of those reporting who lost money to a scams fell from 18.8% in 2016 to 
15.8% in 2017. We also saw a 17% decrease in median monetary loss, down to $228. 
 
As of March 2018, online purchase scams are now the riskiest.  The most common online scams were 
related to pets, clothing, cosmetics, electronics and automobiles.  As of today, online purchase scams are 
trending #1. 
 
The offer of free trials was a common tactic.  For example, 67% of scams involving cosmetics and 60% 
involving nutrition products mentioned a free trial opportunity. 

Top Scams as reported to BBB’s Scam Tracker 

39 



BBB utilizes our Scam Risk Index to determine riskiest scams based on: 

• Exposure 

• Susceptibility 

• Monetary loss 

 

Scam Tracker warns the consuming public of scams.  An ounce of prevention is worth a pound 
of cure. 

 

Key findings: 

• Young people continue to be at a higher risk for scams 

• Susceptibility decreases with age…BUT – dollars lost increases when victims are older 

• One of the most common tactics of scammers is impersonation, where the scammer 
pretends to be a legitimate business that is well known and trusted by the consumer. 

• The primary means of contact is telephone, but websites are the top means of contact for 
scams with monetary loss. 

 

 Visit BBB.Org/ScamTips for more! 

BBB Scam Risk Index 



MID-MINNESOTA LEGAL AID 
Consumer Unit 

Homeowner 
Tax 

Consumer debt 

612-334-5970  
 

mylegalaid.org 



Post-Foreclosure Crisis: New 
Homeowner Issues 

• Reverse Mortgage 
Foreclosures 

 
• Contracts for Deed 
 
• Property Tax 

Forfeitures 
 

• Refinancing Scams 
 
 



Contracts for Deed 
• Severe habitability issues 
• No disclosures; inspections 

• Huge down-payments 
• Unaffordable balloons 

 

VA Refinancing 
• Fixed rate to adjustable rate 
• Misleading solicitation 

letters 
• Misleading communication 

from lenders 
• Huge closing costs 



Senior Medicare Patrol (SMP) Program 
SMP Mission 

Empower and assist Medicare beneficiaries, their families, and caregivers  

 to prevent, detect, and report health care fraud, errors, and abuse  

 through outreach, counseling, and education. 

• SMP is an education and prevention program that teaches people 
with Medicare how to prevent, detect, and report health care fraud 

• Senior LinkAge Line® is the SMP for Minnesota – 1-800-333-2433 

• Senior Surf Days – used to educate about fraud, waste and abuse 

• SMPs oversee a volunteer-based network of 6,200 team members 
and provide a link from Medicare beneficiaries to fraud investigators 

• Funded by the Administration for Community Living (ACL) 



Senior Medicare Patrol (SMP) Program 

• Report fraud, waste and abuse to the Office of Inspector 
General 

• Medicare Cost Plan sunset in MN for most beneficiaries end 
of 2018 

– Could be opportunity for fraud and abuse in MN 

– 370,000 Medicare beneficiaries affected 

– MN Medicare population is 1,007,000 

• Case example: 3 leg braces billed to Medicare for 
beneficiary who never requested even one brace 
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HOW CAN WE WORK TOGETHER TO 
FIGHT FRAUD AND IDENTITY THEFT? 
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Keep up with the latest scams and 
share with your community 

• Sign up for scam alerts at FTC.gov/scams 

• Share these alerts on your website, in your 
newsletter or emails, or on social media 

 

http://www.ftc.gov/scams
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Keep up with the latest scams and 
share with your community 

 

• Follow us on social media and share: 

– @FTC 

– @laFTC 

– @MilConsumer 

– Facebook.com/FederalTradeCommission 

– Facebook.com/MilitaryConsumer 
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Use and Share Free FTC Resources 

• Consumer.FTC.gov: hundreds of fraud articles 

 

• Consumer.gov: consumer protection basics, plain and 
simple 

 

• FTC.gov/PassItOn: helping older adults protect others 
from fraud 
 

• YouTube.com/FTCVideos: view and share videos  

http://www.consumer.ftc.gov/
http://www.consumer.gov/
http://www.ftc.gov/PassItOn
http://www.youtube.com/FTCVideos
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Use and Share Free FTC Resources 

Bulkorder.FTC.gov   

http://www.bulkorder.ftc.gov/
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Talk to Us 

• Help for Minnesota’s Congressional delegation 

– Derick Rill, FTC’s Office of Congressional Relations 
drill@ftc.gov or 202-326-3007 
 

 

• Consumer Sentinel Network 

      www.ftc.gov/enforcement/consumer-sentinel-network 

– Law enforcement groups can obtain access to 
complaints by contacting Nick Mastrocinque at 
nmastrocinque@ftc.gov 

   

 

 

mailto:drill@ftc.gov
http://www.ftc.gov/enforcement/consumer-sentinel-network
http://www.ftc.gov/enforcement/consumer-sentinel-network
http://www.ftc.gov/enforcement/consumer-sentinel-network
http://www.ftc.gov/enforcement/consumer-sentinel-network
http://www.ftc.gov/enforcement/consumer-sentinel-network
mailto:nmastrocinque@ftc.gov
http://www.ftc.gov/enforcement/consumer-sentinel-network


Federal Trade Commission  52 

Thank you for joining us!  

Speakers: 

• Jason Adler, FTC Midwest Regional Office 

• Jason Pleggenkuhle, Office of the Minnesota Attorney 
General 

• Susan Loyd, Better Business Bureau of Minnesota and North 
Dakota 

• Brittany McCormick, Mid-Minnesota Legal Aid 

• Brenda Delgado, Centers for Medicare & Medicaid Services 

• Kelli Jo Greiner, Minnesota Senior Medicare Patrol 

• Patti Poss & Drew Johnson, FTC 
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Thank you for joining us!   
 
 

Slides available at:  Consumer.gov/StateWebinars 

 
Please spread the word to fight fraud and  

identity theft throughout Minnesota! 
 
 

Feedback about the webinar: 
everycommunity@ftc.gov  

 

 

mailto:everycommunity@ftc.gov

