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Overview

* The Delaware landscape
* The latest scams
* |dentity theft

* Working together to fight fraud and
identity theft

TO HEAR THE WEBINAR CALL 1-800-700-7784, Code 449799

1

Federal Trade Commission




Fraud & Identity
Theft Reports in
Delaware for
2017
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Delaware Top Reports - 2017

1. Debt Collection 1,893 6. Prizes, Sweepstakes and
. 389
Lotteries
2. Imposter Scams 1,035 7.Shop-at-Home and Catalog
Sale 387
3. Banks and Lenders 591 8. Auto-Related Complaints 327
4. Credit Bureaus, Information 499 9. Credit Cards 254
Furnishers and Report Users
5. Telephone and Mobile 453 10. Television and Electronic
: . 168
Services Media

1




Consumer Sentinel Network Data Book 2017

Younger people

51,092
reported losing But when people

money to fraud aged 70+ had a loss, $621

more often than "*°°% the median loss $400

older people. was much higher.

r— Age 70+ Age 20-29 TOT9  BO4
o 5% / 4
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For Consumers Who Have Been Scammed:

* Contact the payment provider

° Te
* As

| them the transaction was fraudulent

< for the money back

* Report the fraud to law enforcement:

* FTC.gov/complaint or FTC.qgov/queja

1
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THE LATEST SCAMS




IRS IMPOSTER SCAMS

The Internal Revenue Service (IRS) is the government
agency that collects federal taxes.

Scammers pretend to be IRS officials to get you to send
them money.

You owe us
taxes I




IRS Imposters

Tips for Consumers:
* Never send money to anyone who asks

* Requests to wire money or send prepaid
cards or gift cards are always scams

* The IRS will never threaten to arrest or
deport

www.consumer.ftc.gov/articles/0519-irs-imposter-
scams-infographic

k _
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IRS Imposters: Twists

* Private debt collection for old IRS debts

* @Get a letter first with name of debt collector &
authentication number
* Always pay the IRS directly

 www.consumer.ftc.gov/blog/2017/04/irs-now-using-private-
debt-collectors

* Scammers make IRS deposits, then demand the money

* Follow the IRS’s instructions to return money

www.consumer.ftc.gov/blog/2018/03/watch-out-these-new-
tax-scams

k _
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HOW TO SPOT A

TECH SUPPORT SCAM

It often starts with a pop-up...

Tochnical Suppert

Shows up
within your
internet
browser

DOcomicmo T30aB4-0983

-5
(113 x

Might ﬂ

imitate a *+* COMPUTER SCAN - ALERT ***

blue error Suspicious activity defecled on your computer. Contact a live technician now.
screen 1-888-T09-5348 (Toll Free)

or trusted

antivirus
software \%

CALL NOW OR ELSE...

Wants you to call Urges you to call Threatens that you may lose
a toll-free number immediately personal data if you don't call -
AR L
ry |# £ T’ V
ommission A _; 3 2 ";
P !
@‘A AJ/ 2 . d 4



Tech Support Scams

Tips for Consumers:

* Hang up on callers who say you have a
computer problem

* lgnore pop-ups that say to call tech support
* Never share passwords or give remote access

* Questions? Call the legitimate company before
you do anything

www.consumer.ftc.gov/articles/0346-tech-support-
scams

1
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Sweepstakes & Grant Scams
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Sweepstakes Scams

Never pay to collect a so-called prize or grant
Legit sweepstakes don’t make you pay a fee
www.consumer.ftc.gov/articles/0199-prize-scams

Grant Scams

No surprise government grants

No charge for a government grant or for a list of
government grants-making agencies

Grants.gov —one place to apply

www.consumer.ftc.gov/articles/0113-gsovernment-

“
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Family Emergency Scams
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Family Emergency Scams

Tips for Consumers:
 SLOW DOWN

* Get off the phone and check with a family
member or friend. (Even if they say it’s a secret)

* Do not wire money or buy a prepaid card or a
gift card and give someone the card’s numbers

 www.consumer.ftc.eov/articles/0204-family-
emergency-scams

\
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Charity Scams

... thank you for your kind and generous
donation on behalf of the Children’s Cancer
Fund of America. You're helping these
children with their hospice equipment,
medical supplies, and medication . ..

T1ES !




Charity Scams

Tips for Consumers:

* “No thanks” and hang up; or “l don’t give money
over the phone. If you send something in writing, Ill
consider it”

* Do some research:

— give.org; charitynavigator.org; charitywatch.org;
guidestar.org

Other tips at:

www.consumer.ftc.eov/articles/0074-giving-charity

1
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Unwanted Calls

* Telemarketing robocalls are more than just
annoying: they are illegal

* The FTC has sued operations selling:
— medical alert and home security systems
— interest rate reduction services
— auto warranties
— free vacations

1
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Unwanted Calls

* Report them:
— DoNotCall.eov or 1-888-382-1222

* FTC shares information about reported unwanted
calls with phone companies

— Helps them block numbers
* Don’t trust caller ID: easy to spoof
* Just hang up! It’s ok to be rude
* Call-blocking technology
— www.consumer.ftc.gov/articles/0548-blocking-

unwanted-calls

Federal Trade Commission
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How to Stop Unwanted Calls

www.consumer.ftc.gov/articles/how-stop-unwanted-calls-landline

How to stop unwanted calls How to stop unwanted calls

ON A MOBILE PHONE ON A LANDLINE

-

See what services ab

your carrier offers. Install a call-blocking device.

See what

Download a call-blocking app.

built-in features

e Some apps are free, but

your phone has. Some use blacklists to
others charge a monthly fee.

) stop unwanted calls

Some apps will access ) . .

divert calls to voicemail

your contacts.
Calls might be stopped,
ring silently, or go straight

Some use whitelists of

approved numbers.
. . Some services

to voicemail.
are free, but

See what services others charge

7y Report unwanted calls at

Report unwanted calls at Ly
7 ftc.gov/complaint

ftc.gov/complaint

a monthly fee.

your carrier offers.

FEDERAL TRADE COMMISSION - ftc.gov/calls FEDERAL TRADE COMMISSION - ftc.govicalls

Federal Trade Commission 22
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Debt Collection and Debt Scams

° Fake Debt Collection Scams
www.consumer.ftc.gov/articles/0258-fake-debt-collectors

* Mortgage Relief & Foreclosure Rescue Scams

www.consumer.ftc.gov/articles/0100-mortgage-relief-
scams

www.consumer.ftc.eov/articles/0193-facing-foreclosure

* Student Loan Debt Scams
www.consumer.ftc.eov/articles/1028-student-loans

www.studentaid.ed.gov/sa

Federal Trade Commission 23


https://www.consumer.ftc.gov/articles/0258-fake-debt-collectors
https://www.consumer.ftc.gov/articles/0258-fake-debt-collectors
https://www.consumer.ftc.gov/articles/0258-fake-debt-collectors
https://www.consumer.ftc.gov/articles/0258-fake-debt-collectors
https://www.consumer.ftc.gov/articles/0258-fake-debt-collectors
https://www.consumer.ftc.gov/articles/0258-fake-debt-collectors
https://www.consumer.ftc.gov/articles/0258-fake-debt-collectors
https://www.consumer.ftc.gov/articles/0100-mortgage-relief-scams
https://www.consumer.ftc.gov/articles/0100-mortgage-relief-scams
https://www.consumer.ftc.gov/articles/0100-mortgage-relief-scams
https://www.consumer.ftc.gov/articles/0100-mortgage-relief-scams
https://www.consumer.ftc.gov/articles/0100-mortgage-relief-scams
https://www.consumer.ftc.gov/articles/0100-mortgage-relief-scams
https://www.consumer.ftc.gov/articles/0100-mortgage-relief-scams
https://www.consumer.ftc.gov/articles/0193-facing-foreclosure
https://www.consumer.ftc.gov/articles/0193-facing-foreclosure
https://www.consumer.ftc.gov/articles/0193-facing-foreclosure
https://www.consumer.ftc.gov/articles/0193-facing-foreclosure
https://www.consumer.ftc.gov/articles/0193-facing-foreclosure
http://studentaid.gov/repay
http://www.consumer.ftc.gov/articles/1028-student-loans
http://www.consumer.ftc.gov/articles/1028-student-loans
http://www.consumer.ftc.gov/articles/1028-student-loans
http://www.consumer.ftc.gov/articles/1028-student-loans
http://www.consumer.ftc.gov/articles/1028-student-loans
http://www.studentaid.ed.gov/sa

Opportunity Scams

* Investments
* Job scams

* Business
opportunities

Real Peopie -
Achieving Reqal Results

/BEYOUR DWN BOSS

~NO EXPERIENCE NEEDED
EARNTHOUSANDS MONTHLY

~/BEGOME PART OF R WINNING TEAM
/WORK FROM ANYWHERE IN THE WORLD

CALL TODAY AND START
EARNING TOMORROW!

\ _

Federal Trade Commission
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Small Business Scams

* Unordered supplies
* Business directory listings
* Domain name/website registrations
* Payment processing
* Charity scams

www.FTC.gov/SmallBusiness

J | |
__-". | 1 5
/ FANNE N | 1§
& L}

Federal Trade Commission 25



http://www.ftc.gov/SmallBusiness

IDENTITYTHEFT

L

Someone uses your personal information to
* Open accounts
* File taxes

* Buy things




Examples of Misuse Impact on Victims

e Open Credit Cards * Denial of credit/loans

* Open Utility Accounts * Denial of public benefits

* Apply for a Tax Refund e Denial of medical care

 Geta loan e Denial/loss of employment

* Apply for Employment  Harassment by debt
e Get Medical Care collectors
e Legal issues/arrest

* Stress/anxiety
* Recovery time/expense

QTR

27




Reduce the Risk

* Review your mail, especially financial statements
* Check your credit report every year:
— Free report from AnnualCreditReport.com

* Protect your Social Security and Medicare numbers

» Store documents securely and shred before
discarding

* File your taxes as early as you can

1
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http://www.annualcreditreport.com/

Equifax Data Breach

* Check if you're affected: equifaxsecurity2017.com

* What can you do?
— Monitor your accounts
— Fraud alert or credit freeze
— File taxes early

* Visit ftc.gov/equifax

1

Federal Trade Commission

29



FEDERAL TRADE COMMISSION E—

ldentity I heft .gov

Report identity theft and get a
recovery plan

Get Started =

OF browse recovery steps

 -— _
el

IdentityTheft.gov can help you report and recover from identity theft.
HERE'S HOW IT WORKS:

> o
ﬂ‘

Tell us what happened. Get a recovery plan. Put your plan into action.
We'll ask some questions about your We'll use that Info to create a personal If you create an account, we'll walk you
situation. Tell us as much as you can. recovery plan. through each recovery step, update your

plan as needed, track your progress, and
pre-fill forms and letters for you.

Get started now. Or you can browse a complete list of possible recovery steps .

30



New Medicare Cards
Starting In April 2018

New Card! New Number!

NEW Medicare Card

Current Medicare Card —
; _é MEDICARE HEALTH INSURANCE

MEDICARE

Namemomh @

1-800-MEDICARE (1-800-633-42

e o sy ~ JOHN L SMITH

MEDICARE CLAIM NUMBER SEX

EEE?{%E;“H-.“. i EE'FET&I&E’“E?-Q :‘E E:J:-?Pér;ﬁ-mﬁo llEr.-TIr'!:-l;di(art.-

MEDICAL {PHHT 3] ﬂ?'ﬂl Entitled to/Con derecho a Coverage starts/Cobertura empieza
= lh | ST Py EHE
Ei# Pl T3P
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New Medicare Cards — Stay Connected

* Find more technical information, detailed updates,
training opportunities, and materials to share on the web:

 CMS.gov/newcard

* Comments and questions are always welcome! Send to:

NewMedicareCardSSNRemoval@cms.hhs.gov

* Information for people with Medicare:
* Medicare.gov/newcard

32


https://www.cms.gov/medicare/new-medicare-card/nmc-home.html
mailto:NewMedicareCardSSNRemoval@cms.hhs.gov
Medicare.gov
Medicare.gov

Report Fraud to the FTC

. j 5 FEDERAL TRADE COMMISSION

K8 PROTECTING AMERICA’S CONSUMERS

$V.F FTC COMPLAINT ASSISTANT

FTC.gov/complaint or
FTC.gov/queja
1-877-FTC-HELP
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Delaware Department of Justice
Attorney General Matthew P. Denn

Consumer Protection Unit

What we do: “protect the public against consumer fraud and
deceptive trade practices through enforcement of statutes,
consumer education, consumer advocacy, and coordinated
governmental action.” Del. Code, Tit. 29, § 2517(b)

Matters we handle include: Consumer frauds and scams (such as
internet & telephone, home improvement, sham charities);
deceptive trade practices; online privacy and data security; identity
theft passports; manufactured housing; antitrust

Dedicated Offices: Senior Protection Initiative;
Foreclosure Prevention; Mortgage Mediation;
Common Interest Community Ombudsperson

Registration Programs: Telemarketing; Credit Services;
Debt Management Services; Foreclosure Consultants;
Mortgage Loan Modification Services; Health Spas/Gyms




Delaware Department of Justice
Attorney General Matthew P. Denn

Consumer Protection Unit

Website: https://attorneygeneral.delaware.gov/fraud/cpu

 QOur Consumer Complaint Form is available online, or we can
mail one to you.

* Send all documentation and other materials related to your
complaint with the form to:

— Email: consumer.protection@state.de.us

— Mail: Department of Justice; Consumer Protection Unit;




Better Business Bureau a
-
BBB
Our Mission: BBB’s mission is to be the leader in
advancing marketplace trust. We do this by: Setting

standards for marketplace trust and ethical business
behavior.

What We Provide: For over 100 years, BBB has helped
people make smarter decisions!

—Published profiles on 5.2 million businesses
—Processes customer reviews and complaints

—BBB sets the standard and evaluates
thousands of advertisements each year

36



Better Business Bureau §~
“-r

RECENT STUDIES BBB

Puppy Scams = bbb.org/puppyscam

— Puppy Scam Hits Delaware

e https://www.bbb.org/delaware/news-events/news-
releases/2017/national-puppy-scam-hits-delaware/

* https://www.delawareonline.com/story/news/crime/2017/10/27/p

uppy-scammers-use-phony-delaware-addresses-collect-thousands-
nonexistent-dogs/802527001/

Lottery/Sweepstakes Scams = us.bbb.org/lotteryscamstudy

Tech Support Scams = bbb.org/techsupportscam

Employment Scams = ReShipping / Package Inspectors

37


http://bbb.org/puppyscam
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.bbb.org/delaware/news-events/news-releases/2017/national-puppy-scam-hits-delaware/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
https://www.delawareonline.com/story/news/crime/2017/10/27/puppy-scammers-use-phony-delaware-addresses-collect-thousands-nonexistent-dogs/802527001/
http://us.bbb.org/lotteryscamstudy
http://bbb.org/techsupportscam

Better Business Bureau §~
“-r

BBB
BBB SCAMTRACKER

' see SCAM TRACKER

¢ @ 9 - ¢ e bbb.org/scamtracker
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BBB
BBB SCAMTRACKER

— Over 100,000 Scam Reports in just 2 years

— Top Delaware Scams in 2017, online purchases,
employment scams, |IT support scams; puppy scams

— Total reported dollars lost was over $553 million, and
median dollars lost was $189.

— |ldentifies top scams as they happen, allowing us to work
with both partners and media to try to stop scams.

— Please report scams to BBB.ORG/scamtracker
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Better Business Bureau ’
“-r
BBB

To check out or report a business or charity:

Find your local Better Business Bureau at
www.bbb.org

BBB Serving Delaware
60 Reads Way
New Castle, DE 19720
302-221-5255
info@delaware.bbb.org
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Legal Services Corporation of Delaware
www.lscd.com

What Is The Legal Services Corporation of Delaware, Inc.?

- Legal Services is a non-profit law firm and community
education organization providing legal advice, assistance
and representation to low-income individuals in Delaware.

Who Does Legal Services Help?

- Legal Services helps low-income individuals with problems
covered by our services.

« All clients must meet federal eligibility requirements.
- All of our services are free to qualifying applicants.
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Legal Services Corporation of Delaware

Bankruptcy Petitions and Advice (Chapters 7 & 13)

Consumer Problems

Repossessions Deceptive Trade Acts & Practices
Fraud Debt Collection Activities
Student Loans Fair Credit Reporting Actions

Wage Garnishments

Housing Problems

Eviction Foreclosure

Unsafe Conditions Code Violations

Utility Cut-offs Return of Security Deposits

Mortgage Foreclosures

How to Stop a Sheriff Sale How to Save Your Home from Foreclosure
Reverse Mortgages Negotiate With Mortgage Lenders

Representation at Foreclosure Mediations

Unemployment Benefit Problems o



Legal Services Corporation of Delaware
https://Iscd.com

Contact Information

New Castle County
100 West 10t Street, Suite 203, Wilmington, DE 19801
Telephone (302)575-0408, Fax (302)575-0478

Kent County & Sussex County
24A Hiawatha Lane, Dover, DE 19904
Telephone (302)734-8820, Fax (302)734-8826
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HOW CAN WE WORK TOGETHER TO
FIGHT FRAUD AND IDENTITY THEFT?




Keep up with the latest scams and
share with your community

* Sign up for scam alerts at FTC.gov/scams

* Share these alerts on your website, in your
newsletter or emails, or on social media

k _

Federal Trade Commission
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Keep up with the latest scams and
share with your community

* Follow us on social media and share:
— @FTC
— @IlaFTC
— @MilConsumer
— Facebook.com/FederalTradeCommission
— Facebook.com/MilitaryConsumer

k _

Federal Trade Commission
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Use and Share Free FTC Resources

Consumer.FTC.gov: hundreds of fraud articles

Consumer.gov: consumer protection basics, plain and

simple

FTC.gov/PassltOn: helping older adults protect others
from fraud

YouTube.com/FTCVideos: view and share videos

\ _

Federal Trade Commission
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Use and Share Free FTC Resources
Bulkorder.FTC.gov

I 0 l[dentity Theft

th ings you What to know, What to do
can doto

4275, FEDERAL TRADE COM

G i MMISSION
jg IdentityTheft.gov



http://www.bulkorder.ftc.gov/

Talk to Us

* Help for Delaware’s Congressional delegation

— Derick Rill, FTC’s Office of Congressional Relations
drill@ftc.gov or 202-326-3007

* Consumer Sentinel Network

www.ftc.gov/enforcement/consumer-sentinel-network

— Law enforcement groups can obtain access to
complaints by contacting Nick Mastrocinque at
nmastrocinque @ftc.gov

1

Federal Trade Commission
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Thank you for joining us!

Speakers:

l

Jon Miller Steiger, FTC East Central Regional Office

Christian Wright, Office of the Delaware Attorney General
Christine R. Sauers, Better Business Bureau

Cynthia L. DePue, Legal Services Corporation of Delaware
Debbie Feierman, Centers for Medicare & Medicaid Services
Patti Poss & Lisa Schifferle, FTC
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Thank you for joining us!

Slides available at: Consumer.gov/StateWebinars

Please spread the word to fight fraud and
identity theft throughout Delaware

Feedback about the webinar:
everycommunity@ftc.gov

k _
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